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Communicating up-the-chain 

Risk provides a common language that enables a broader business 
conversation about cyber security 

39% Think they will be 
targeted by a cyber-
attack 

Canadian C-suite view 

64% Don’t communicate 
security risks to exec’s 

63% Anticipate a 
targeted attack 
within 6 months 

Management view 
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Cracking	
  the	
  
international	
  phone	
  
roaming	
  system	
  was	
  
one	
  of	
  my	
  easiest	
  
targets…

SlaYwraCker
Istanbul, Turkey



So	
  basically	
  I	
  can	
  send	
  a	
  
message	
  from	
  anybody’s	
  cell	
  
phone	
  anywhere	
  in	
  the	
  world	
  
to	
  anybody	
  else’s	
  and	
  I	
  write	
  
what	
  I	
  want.	
  I’ve	
  had	
  a	
  lot	
  of	
  
fun	
  with	
  it!

SlaYwraCker
Istanbul, Turkey



The	
  great	
  
majority	
  of	
  those	
  
carders	
  who	
  are	
  
arrested	
  are	
  either	
  
young,	
  naïve	
  or	
  
careless.

RedBrigades
New York



As	
  far	
  as	
  I	
  know,	
  none	
  of	
  the	
  
powerful	
  syndicates	
  selling	
  
dumps	
  in	
  bulk	
  like	
  the	
  Russian	
  
group	
  SMI	
  have	
  ever	
  been	
  
detected	
  or	
  arrested…my	
  
sense	
  is	
  the	
  Feds	
  don’t	
  even	
  
know	
  who	
  they	
  are.

RedBrigades
New York



Recka
Malmö, Sweden

The most basic rule as 
far as I am concerned is 

never, ever touch 
American cards.



Recka
Malmö, Sweden

It	
  is	
  not	
  because	
  American	
  
cards	
  are	
  difGicult...no	
  chip	
  and	
  
pin	
  means	
  that	
  they	
  are	
  the	
  
easiest	
  in	
  the	
  world.



Recka
Malmö, Sweden

It is because if you do American 
cards then you are under the 
jurisdiction of the FBI and the Secret 
Service. Canadian and European 
police I can handle. But I prefer to 
stay away from the Feds.



We	
  were	
  not	
  born	
  yesterday.	
  
We	
  are	
  serious	
  operators.	
  We	
  have	
  
a	
  digital	
  and	
  we	
  have	
  a	
  human	
  
intelligence	
  capacity.	
  The	
  FBI	
  and	
  
SOCA	
  may	
  be	
  watching	
  us.	
  But	
  we	
  are	
  
watching	
  them	
  in	
  return.	
  We	
  
anticipate	
  and	
  we	
  analyse	
  all	
  their	
  
serious	
  moves.	
  

RedBrigades
New York

















“…had always made concerted and substantial efforts 
to maintain and improve their data security systems."



Welcome to Sony Pictures Entertainment.

To log on, please enter your username 
followed by the password.

For those who have forgotten it,
today’s password is Password.







1. Es relativamente fácil (y esencial) para 
comprobar las defensas digitales de una 

empresa. 

2. Utilizar ‘penetration testers.’ 

  
3. Pagarles bien! Ellos son sus mejores amigos 

DIGITAL CHECKS



1. Los miembros del Consejo deben entender 
plenamente la necesidad de una estrategia clara 

de seguridad cibernética. 

2. Tiene que haber una estrategia de comunicación eficaz en 
toda la empresa  

NO BOX TICKING 

  
3. Busque una buena cooperación entre InfoSec y Risk 

Management. DESTROY SILOS! 

THE HUMAN FACTOR



1. No pierda el tiempo la protección de los datos 
inofensivos. 

2. Asegúrese de que las joyas de la corona están 
completamente protegidos. 

  
3. Cuidado con los dispositivos móviles 

THE DATA FACTOR





STUDY YOUR 
OPPONENTS AND 

LEARN FROM THEM.




